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ABSTRACT

We try to find the new algorithm for cryptography using matrix. This is the successful method for make the message
more secure. Here we are enhide the message using a arbitrary matrix and using some row column operation we make
it the message more secure. We dehide the message using the matrix inverse of the same matrix.

INTRODUCTION

Cryptology is the science of creating messages into secreted form. Nowadays, cryptology has become an extremely
important field in exchange of information (credit card numbers, passwords, etc.). Mathematics is often used to develop
systems for creating codes. Here we try to find the cryptographic writing using some mathematical operations.

What is cryptography?

In our school day’s we pass messages to our friends using some code words, otherwise we add some extra letters with
the messages and pass it, the third person should unable to understand the message.

First, we are converting the message into alphabetic numerals and after that using some mathematical operations for
enhide and dehide the message. The process of enhide means to hide the message, and dehide means the process of
recover the hidden message.

We prepare an algorithm newly to hide the message; the following example explains the algorithm with its procedure
Example:

Step-1: Assign numbers to the letters of the alphabet. For encrypt our message we will use the following:
Al B2 C3 D4 E5 F6 G7 H8 19 J10 K11 L12 M13 N14 015
P16 Q17 R18 S19 T20 U21 V22 W23 X24 Y25 Z26.

Step-2: Choose an encoding matrix; it is an arbitrary matrix (it must have an inverse.)
1 23
A=12 1 1
111
Step-3: Write your message using the alphabetical numbers

b I A M O NDC U T S DI A M O N D
4 9 1 13 15 14 4 3 21 20 19 4 9 1 13 15 14 4

Step-4: Change the message as 3x6 matrices
4 13 4 20 9 15

X=/9 15 3 19 1 14
1 14 21 4 13 4
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Already we choose an encoding matrix, multiply the matrix using matrix multiplication with the message matrix.

Step-5: Encoding matrix (A) and text message matrix (X), multiply the both
1 2 3 4 13 4 20 9 15

AX|12 1 1|=|9 15 3 19 1 14
111 1 14 21 4 13 4

25 85 73 70 50 55
AX =|18 55 32 63 32 48
14 42 28 43 23 33

For more secure, we should subtract row two from row one and the resultant as our row one now.
Step-6: R1-R2=R1
7 30 41 7 18 7
AX =18 55 32 63 32 48
14 42 28 43 23 33

From the third row a scalar 2(any arbitrary value) can be subtract to eliminate the row.
Step-7: R3=R3-2
7 30 41 7 18 7
AX =|18 55 32 63 32 48
12 40 26 41 21 31

We choose another scalar 3, and subtract it from row two.
Step-8: R2=R2-3
7 30 41 7 18 7
AX =|15 52 29 60 29 45

12 40 26 41 21 31
We wants to make into more protected message, so again add a scalar 2 with column one.

Step-9: C1=C1+2
9 30 41 7 18 7

AX =|17 52 29 60 29 45

14 40 26 41 21 31

any scalar can be used to add with any row or any column. It is accordind to our wish. Here in this example we choose
columns and add any arbitrary scalars with the column, we can select any rows and add any scalar operations
multiplication or addition.

Step-10: C2=C2+3

AX =17 55 29 60 29 45

14 43 26 41 21 31
Step-11: C3=C3+5

AX =17 55 34 60 29 45
14 43 31 41 21 31
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Step-12: C4=C4-5
9 33 46 2 18 7
AX =|17 55 34 55 29 45

14 43 31 36 21 31

Step-13: C5=C5+6

AX =17 55 34 55 35 45
14 43 31 36 27 31

Step-14: C6=C6 -4

9 33 46 2 24 3]
AX =17 55 34 55 35 41

14 43 31 36 27 27

Step 15: Message is now safe to send! We use the multiplication modulo 26, to hide our message, this total process
fromstep 1 to step 14 we call it as enhide

9 17 |14 |33 |55 [43 |46 |34 |31 |2 55 |36 |24 |35 |27 |3 41 | 27
I Q [N |G |C |Q |T H E B |[C | X |1 A |C |O |A
The enhide message is ready now
[t [Q [N ]e [c[Q [T [H]E [B]C [J [X ]I [A]C[O]A]
Now send the enhide message.
The receiver can received the message in the form
I TQ[N[Gc[c Q[T IHI[E[B[Cc[J [X]I JTAJC O [A

Now the receiver have to dehide the enhide message. First the receiver have to change the message into alphabetical
numerals as follows

I |Q [N |G |C |Q |T |H|E B |C|J |[X]|I |A]|C]|O |A
9 |17 |14 |7 |3 |17]|20|8 |5 |2 |3 |10|24|9 |1 |3 |15]|1

Now write the corresponding 3 x 6 matrices:
9 7 20 2 24 3

X=(17 3 8 3 9 15
14 17 5 10 1 1

Next our process everything are reverse work of the enhide process that we call it as dehide

Step-1: C6 = C6+4
9 7 20 2 24 7

X=/17 3 8 3 9 19

14 17 5 10 1 5
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Step-2: C5=C5-6
(9 7 20 2 18 7]
X=/17 3 8 3 3 19
14 17 5 10 -5 5

Step-3: C4 =C4+5

14 17 5 15 5 5

Step-4: C3=C3-5

14 17 0 15 -5 5

Step-5: C2=C2-3

X=|17 0 3 8 3 19
14 14 0 15 -5 5

Step-6: C1=C1-2

12 14 0 15 -5 5

Step-7: R2 =R2+3

12 14 0 15 -5 5

Step-8: R3 =R3+2

14 16 2 17 -3 7

Step-9: R1 = R1+R2
25 7 21 18 24 29]

X={18 3 6 11 6 22
14 16 2 17 -3 7

We Choose the square matrix A with inverse matrix that inverse matrix is used to dehide the message again. This
inverse matrix we call it as encoding matrix.
0 1 -1
A{l -2 5]
1 1 -3
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Step 10: Multiply the encoding matrix with the message matrix we received the following matrix:

4 13 4 6 9 15
AX =|9 67 -23 45 53 -38
1 -38 21 -22 39 30

Step-11: encoding matrix using mode 26

4 13 4 20 9 15
AX={9 15 3 19 1 14
1 14 21 4 13 4

Step-11: Change the numbers back into letters.

4 9 1 13 15 14 4 3 21 20 19 4 9 1 13 15 14 4
b1 A M O N D C U T S DI A M O N D

The message received by the receiver.

4. CONCLUSION

This method is the safest method for sending secret messages. No one can be tried to tract the message, since the
password known by the sender and receiver and a mathematical knowledge is most the encode and decode the message

that is the only demerit of this method. This demerit is also a merit and strength of this method.
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