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ABSTRACT 
Steganography is the technique of hiding confidential data with in any media. Steganography and cryptography are 
used to protect data but the major difference between the two is in the appearance in the processed output. In 
cryptography the output is scrambled, whereas in steganography it is not apparently visible. Automata theory is the 
study of abstract computing devices or machines. In computer science we find many examples of finite state system, as 
a useful design tool for these systems. 
 
In the present paper an innovative technique for hiding the data streams is proposed based on finite state machines.  
The efficacy of the proposed method is also analyzed. 
 
Index Terms: Moore Machines,  
 
Key: steganography, recursive matrix.  
 

 
1. INTRODUCTION 
 
Steganography means hiding one piece of data with in another.  The main objective of steganography is to hide a secret 
message with in a cover media in such a way that others cannot discern the presence of the hidden message. [3][5][6]. 
 
Modern steganography used the opportunity of hiding information into digital multimedia files. Steganography requires 
the following elements 

• The secret message, cipher text or any type of data 
• The cover media that will hold the hidden data 
• The stegno function and its inverse 
• An optional stego key or password may be used to hide and unhide the message. The stegno function 

operates over cover media and the message also with a stegno key to produce a stegno media.  
Steganography and cryptography are great partners in spite of functional difference.  It is common practice 
to use steganography with cryptography.  

 
Automata theory is a key to software for verifying systems of all types that have a finite number of distinct states, such 
as communication protocols or protocol for secure exchange of information. In Moore Machine every of finite state 
machine has a fixed output. [1][2][4] Mathematically Moore machine is a six- tuple machine and is defined as  
M= ( )'

0, , , , ,Q qδ λ∑ ∆  

Q  : A nonempty finite set of state in Moore machine 

∑  : A nonempty finite set of inputs. 
∆  : A nonempty finite set of outputs. 
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δ  : It is a transition function which takes two arguments one is input state and another is input symbol.  The     
                 output of this function is a single state. 

'λ  : Is a mapping function which maps Q  x ∑ to∆ , giving the output associated with each transition. 

0q  : is the initial state of Q  
 
Moore machine can also be represented by transition table, as well as transition diagram. 
 
Example:  

 
Fig. – 1: Moore machines which calculates residue mod 4. 

 
2. DEVELOPMENT OF SECRET KEY, MEDIA AND STEGNO FUNCTION 
 
We know that, for a given finite state machine the secret key is given in only binary numbers, so the secret key is in 
binary numbers only. 
 
Media in this paper is considered as a square array of numbers, and stegno function is any ordinary mathematical 
function which defines the position of the data in the considered array. 
 
3. ALGORITHM 
 
Step – 1: Let P be the message.  
 
Step – 2: Define Moor machine through public channel. Send secret key secretly to the receiver in the binary form and 
also stegno function for the position of the data. 
 
Step – 3: Define cipher text at q(i+1)th state. 
Cipher text at q(i+1)th state is equal to the cipher text at q(i)th state  concatenate  the out put of the q(i+1) th state (or any 
irrelavent matter )left or right to the cipher text according as binary secret key is 1/0. 
 
Step – 5: Send the cipher text to the receiver. 
On receiving the finite state machine, the secret key in the binary digits and the stegnofunction, it is very easy to locate 
the message in the secret key and finite sate machine are known. 
 
4. PERFORMANCE OF THE PROPOSED ALGORITHM 
 
Mathematical work 
Algorithm proposed is based on ordinary concatenation using secret key, and chosen finite state machine. The secrecy 
is maintained instegnofunction. Number of rounds depends on the secret key.  It is very difficult to identify or delete 
the data in modified form. 
 
Limitations of the algorithm 
The number of data selected must be finite otherwise the possibility of attacks is very high. 
 
Rounds  
Number of rounds depends on secret key used and the chosen finite state machine.  It is very difficult to guess the 
number of rounds and the message without an apt secret key. 
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Time calculation  
Let’tc’ be the time taken to calculate one concatenation operation with the given message. Then the for a’k’ bit secret 
key it is ‘tc k (sum of the output of the finite state machine)’. 
 
Security 
The properties of electronic media are being changed after hiding any object into that.  This can result in the form of 
degradation of quality or unusual characteristics of the media. Stenographic attacks consist of detecting, extracting and 
destroying hidden object of the stego media.  Steganography attack is followed by stegnalysis.  
 
It is very difficult to extract the original information, due secret key, concatenation operation, the stegno function and 
the finite state machine. Brute force attack on key is also difficult due to the increase in key size. 
 

S. No Name of the attack Possibility of the attack Remarks 
1 Known carrier  attack Very difficult Due to the secret key and finite state machine. 
2 Known stegnographic Difficult Due to the chosen finite state machine. 
3 Stegnographic only  attack Difficult Due to the chosen finite state machine. 
4 Known message only  attack Difficult Due to the chosen finite state machine. 

 
Table – 1: Security analysis 

 
5. APPLICATION 
 
Let P= [a b c] 
 
Stegno function = position of the data is either center or left most or right most in the given dummy array of elements.  
Here it is considered center of the array. 
 
Array= [1 2 3 4 5 6]  
 
Let secret key be 21(10101) 
 
Then cipher text will be   
 

S.No input  previous state Present state out put  cipher text 
1 1 q0 q1 1 [123abc1456] 
2 0 q1 q2 2 [1232abc1456] 
3 1 q2 q1 1 [1232abc11456] 
4 0 q1 q2 2 [12322abc11456] 
5 1 q2 q1 1 [12322abc111456] 

Table - 5.2 
 
Example: Then the cipher text is [12322abc111456] or in the binary form                
                  [00010010001100100010abc000100010001010001010110]  
 
6. CONCLUSIONS 
 
Algorithm proposed, is based on finite state machine and the secret key, stegnofunction, array of some integers and the 
operation concatenation. Secrecy is maintained at three levels, the secret key, the chosen finite state machine, and the 
operation concatenation. The obtained cipher text becomes quite difficult to break or to extract the original information 
even if the algorithm is known. 
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